Symantec Network Access Control.

Obuwee onucanue.

st nemonctparu SNAC cobepém cTeH 1, cXxeMa KOTOPOTrO IPECTaBIeHa Ha PUCYHKE:
Pucynoxk 1.
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B kauecTBe ceteBoro o6opyaoBanus OyzieM HCIOIb30BaTh 000pyaoBanue komnanuu Cisco Systems.
Ha crenne Oynyt 3aaeiicTBoBanbl 2 KoMMyTaTopa U 1 MapuipyTtuzarop. B kauectBe koMmMyTaTopoB OyziemMm
ucnonb3oBark Cisco Catalyst 2950, koTopbrii moanepkuBaeT npotokon apropusanuu 802.1x, u Cisco
Catalyst 3500, kotopsiii 802.1x He momaepkuBacT. B kauecTBe MapmpyTuzaropa OyaemM UCIOIb30BaTh
Cisco 2611 XM.

Jns narmsigaoctr Ha Cisco Catalyst 2950 Oynem O10KHMpOBaTh WM pa3peliaTh MOPT, B 3aBUCUMOCTH
OT COCTOSTHHSI KOMITBIOTEPA.

Taxk kak Cisco Catalyst 3500 He mogaepskuBaet nporokoa 802.1x, To GioKUpoBaHUE/pa3peIIcHUE
1opTa 1 JuHamudeckoe HazHaueHue VL AN HEeBO3MOXKHO.

Cisco 2611 XM B Hamieit cxeme UCIOJIb3yeTCs KaK IUTF03 MEKY JIOKaJTbHOM CEThIO U CEThIO
NHurepHert. Taxxke 3T0T MapIIpyTu3arop BelcTynacT B kauectse VPN-cepsepa.

Ha cxeme npucyTtcTByeT KOHTpoOJUIep 10oMeHa. Tak Kak Mbl pacCMaTpUBaeM TUIIOBOE PEIICHUE, a
OONIBIIMHCTBO KOMIIAHUN y ce0s TaK WM MHaue Hcroib3yeT Active Directory, Ha paccMaTpuBaeMoM
CTEHJIe B KauecTBe LeHTpanu3oBaHHO! b/l monb3oBarenel ucnoab3yeTcs MMEHHO 3Ta ClIy:k0a KaTrajoros,
XOTSI BO3MOYKHO U MCIIONIb30BaHKE APYTHX MPOAYKTOB. Takke ciayx0a karainoroB AD HeoOxonuma 1uis
YIOpaBJIEHUs JOCTYIIOM B CETh IIPH ayTeHTU(HUKALIMU TI0JIb30BaTENCH - HApUMep, €CIU MOJIb30BaTEeNb HE
3aperucTpUpOBaH B IOMEHE, TO JOCTyIA K CETH OH HE MOJIYUHUT.

VY Hac npucyTcTBYeT 6 pabo4rX CTaHIMI/HOYTOYKOB, Ha Ka)KJIOM M3 KOTOPHIX Oy/leT oObIrpaH
OTIENbHBINA CLICHAPUI JOCTYIIA B CETh:

» Komnsrotep nonb3oBarens 1. Ha komnbrorepe ycranosnen areHT SNAC u antusupyc Trend

Micro Office Scan, XOTst MOYKHO HCIIOJIB30BaTh JII00O Apyroi aHTuBUpYc. JlaHHBIN MOJIb30BaTENb
nojkirouaercs k kommyratopy Catalyst 2950, u 3a 1oCcTyn KOMITbIOTEPA B CETh Oy/IeT OTBEYAThH



MOpT KOMMyTatopa. B TepMuHosnioruun Symantec 1aHHOe pelieHue HazbiBaeTcs LAN
-Enforcement.

* Kommnsrorep nonw3oBarens 2. Ha komneiorepe ycranosieH areHT SNAC + SEP. B nanHom
BapHUaHTe MOXKET MCIOJIb30BaThCs 1000 HEYNpaBIsieMblii KOMMYTaTOp. 3a JOCTYI KOMIIbIOTEPA
B CeTh Oy/IeT OTBEYaTh MEXCETEBOM IKpaH, KOTOphIi BXxoauT B nakeT SEP - To ecth goctyn
KOMIIbIOTEpA B CeTh OyaeT perynupoBaTbes npasuiaaMu MCD, KOTOpBI yCTaHOBIIEH HA CAMOM
koMIiptoTepe. B repmunonoruu Symantec ganHoe pemenue HasbiBaercs Self-Enforcement.

*  Kowmmbrorep nmons3oBatens 3. Ha kommbiotepe ycranosieH areHT SNAC. JlocTyt B ceTh
ocymectnisercs mocpeacrsom WiFi. Ecinu ecTs «yMHasD» ToUKa TOCTYIIa, KOTOpast
nojsepkuBaeT npotokois 802.1x, To TEXHOJIOIHUA JOCTyIa OyeT Takas ke Kak U B cIydae ¢
«YMHBIM» KoMMyTatopoM. OTHaKo, B HaIlleM pactopsbKeHHH ecTh o0branas WiFi touka D-Link
AP 2100, mo aTomy MBI peanuzyeM cxemy goctyma depe3 Gateway Enforcer (nmpo peanuzaruto u
HACTPOMKY MOrOBOPUM UyTh M03/1HEE). B TaHHOM BapraHTe NOJKIIOUEHHUS K CETH 3a JOCTYII B
ceTh 0TBedaeT Kak pa3 Gateway Enforcer, yepe3 KOTOpbIil TpOXoAUT BeCh TpapUK KIUEHTa; U, B
3aBHCHUMOCTH OT COCTOSTHHSI KJIMEHTA, JIN0O MpoITycKaercs, oo HeT. OnHako, B ciaydae ¢
Gateway Enforcer, noctym k cepsepy SEPM (Symantec Endpoint Protection Manager) ectb
BCer/a /s JIIoObIX KOMIIbIOTEPOB. B TepMuHOIOrny Symantec 1aHHOE pelleHHE Ha3bIBACTCS
Gateway Enforcement.

*  Kowmmbrorep monw3oBatens 4. JlaHHBINM KOMIIBIOTEP TaK ke MOAKIoYaeTcs K cetu yepe3 WiFi.
Opnnaxko, Ha HEM He ycTaHOBIIeHO HUKaKoro [10 ot Symantec. OmHako, €ciu 1a JOCTYI K CETH
otBeuaeT Gateway Enforcer, To cymiecTByeT BO3MOXKHOCTb CKauaTh U 3aIlyCTUTh (HE
ycTaHaBiuBas) BpeMeHHoro arenta SNAC, nocie 4ero KOMIbloTep MOXKET ObITh MPOBEPEH Ha
COOTBETCTBHE MOJINTUKAM U IIPUHATO PELICHUE O NIPENOCTABIEHUH JOCTYyIA B CETh. 32 JOCTYI B
CeTh - TaK e, KaK U B MpeblaylieM ciaydae - orBedaetr Gateway Enforcer. B Tepmunonorun
Symantec nannoe pemenue HazbiBaeTcss On-Demand Checking.

» Kommnsrorep nonp3oBarens 5. JlaHHBIN BapUaHT NOAKIIOYEHHUS AaHAJIOTUYEH KOMIIBIOTEPY 3,
TOJIBKO TIOJIKITFOUEHHUE K CETH MporcxoauTh He uepe3 WiFi, a mocpenctBom VPN. Mexny
KoMIbIoTepoM 1 MapuipyTuzatopoM Cisco 2611 XM ycranasnuaercs VPN kanai, mocie uero
KOMIIBIOTEp MOMAJaeT B JOKaJIbHYIO CeTh. Bech Tpaduk KiveHTa npoxoaut yepe3 Gateway
Enforcer, KoTopblif 1 TpUHIMAET pelIeHUE O pa3pelIeHHH WK OJIOKUPOBKE Tpaduka.

* Kommnsrorep nonp3oBarens 6. JlaHHBIN BapuaHT aHAJIOTUYEH KOMIIBIOTEPY 4, TOJIBKO
NoJKJIroueHne npoucxoaut nocpeactsoM VPN. Ha komnbrorepe orcytctByeT areHT SNAC,
OJTHAKO JTaHHBIN areHT MOXXET ObITh ycTaHOBJeH ¢ Gateway Enforcer.

Beiie yxxe ynomunancs Symantec Endpoint Protection Manager (SEPM) — 310 enuHast KOHCOIb

yIpaBieHUs MOJIUTUKaMH aHTUBUpYyca, ¢paeppoina, IPS u SNAC. Tak e SEPM snsiercs cepsepom
OOHOBJICHHUH.

Yemanoexka u nacmpoiika Symantec Endpoint Protection Manager.

YcTaHOBKY M HaCTPOMKY Ciry>kObI KaTanoro Active Directory paccmarpuBath He OyneM, Tak Kak 3Ta
CTaHJapTHas MpoLeaypa HE UMeeT NPSIMOTo OTHOUIeHHs K cTeHay. Ha ctenne pa3BépHyT JoMeH
Symantec.demo. EnuHCTBEHHBIM KOHTPOJIJIEpOM JIOMEHa siBisgeTcs cepep ¢ nmeHeM DC1 nox
yrpasieHueM onepannoHHoi cuctembl Windows Server 2003 Ent R2. Hukakue nonomHuTeIbHBIE
CITy>KObI HE HCTIONB3YIOTCA.

BTopoii cepBep Tak ke padotaet noj ynpasinenueM Windows Server 2003 Ent R2 u sBisiercst
gyrieHoM JoMeHa. Mms cepepa SEPM.symantec.demo. Ha ganaom cepBepe pa3BépHYTHI ciiy:k0bI I1IS ¢
HacTpoiikamu 1o ymonuanuto, ycranosieH .NET Framework 3.0 u yctanosien SQL Server 2005 SP2.

Teneps npuctynum k ycranoBke Symantec Endpoint Protection Manager.

3amyckaeM YCTaHOBKY, U U3 MPEIOKEHHOTO MEeHIO BhIOupaeM myHKT «Install Symantec Endpoint
Protection Manager».



Pucynoxk 2.

3 Symantec Endpoint Protection Installation Program - II:Ilil

, symantec.

[]]} Symantec™Endpoint Protection

Read This First

Before instaling or migrating, click here to viewy impoartant information.

Install Symantec Endpoint Protection Manager
Installs the management server and console, and deploys managed clients.

Install Symantec Endpoint Protection Client
Installz the endpoint protection client to computers that will be self-managed.

Exit

YcTaHOBKY IIPOM3BOIMM C HACTPOMKAMH 110 YMOJIYaHHIO, HE U3MEHsI HUKAKUX [IapaMeTpOB.
JoxunaeMcs OKOHYaHHS YCTAaHOBKH a HaxxumaeM KHoTKy «Finishy.

[Tocne 3aBepiieHHs] yCTAaHOBKH 3alTyCTUTHLCS Iporpamma KoHpurypupoBanus Symantec Endpoint
Protection Manager.

B oxne Wellcome to the Management Server Configuration Wizard BeiOupaem nmynkt Advanced ams
pacIIUPEHHON HACTPONKH:

Pucynok 3.
@Management Server Configuration Wizard o ] 1
' Welcome to the Management Server Configuration
' UD / Wizard
Please select a configuration type.
= Simple
Select thiz option to configure a management server that
manages less than 100 clients and uses an embedded database.
% [dvanced
Select thiz option to configure a management server that
manages mare than 100 clients ar if you want to customize the
configurstion.
To continue, click Mext.
, SYﬂ'lﬂl'!.tEC.
| Mext = ] | Cancel |

VKa3bIBaeM KOJIMYECTBO IOJIb30BaTeNIeH, KOTOPbIE OyIyT YIpaBIATHCS JaHHBIM CEpBEpOM Symantec
Endpoint Protection Manager.

Pucynok 4.



@Management Server Configuration Wizard o o] |
- Approximately how many computers will be managed by this management
[ W | server?

¥ Less than 100
" Between 100 and 500
" Betwesn 500 and 1,000

™ More than 1,000

, symantec.

= Back || Mext = I | Cancel

BriOupaem pexuM yCTaHOBKH:
e VYcTaHoBKa HOBOI'O caiiTa

‘YcTaHOBKA HOBOTO Ce€pBeEpa B CYLIECTBYIOIIUN CAlT
YcTaHOBKA JONOJHUTEILHOTO calTa

Tax kak y Hac 3TO IepBbIN cepBep, TO Mbl BeIOUpaeM MyHKT: «Install my first site»
Pucynoxk 5.

@Management Server Configuration Wizard o [m]

F W What weould you like to do?

% Inztal my first site (what is a site?)

Installs & nevwy site with & management server and a datshaze
(For first-time users only).

™ Install an additional management server to an existing site

Installs an additional mansgement server that you can configure
faor failover or load balancing.

" Install an additional site

Installs & management server and a database for replicstion.

To continue, click Mext.

, symantec.

l et = I | Cancel I

Jlasiee HacC MpPOCAT yKa3aTh HEKOTOPbIE HACTPOMKHU, TaKUE KaK - UMsI CEpBEpa, IIOPTHI, NANKy JaHHBIX

cepsepa Symantec End Point Protection Manager, koTopslii Mbl HacTparBaeM. Bce HacTpoiku
OCTAaBJIIEM 110 YMOIYAHHUIO.



Pucynox 6.

@Management Server Configuration Wizard o ] 1

Specify the server name, port number, web console port, and dats folder

li W :l for the management server you want to install or configure.
SEerver name: "3EPM |
Server port: |8443 |

Wk console port: |9I39E| |

Server data falder: |C:1Pr0gram FiIes'lSymantedSymanH Browyse.

, symantec.

| = Back H ﬂe?ct:: l | Cancel I

BBoaum uMs u1st Halero co3aaBaeMoro caiita: «Symantec.demoy
Pucynoxk 7.

@Management Server Configuration Wizard 101 =]

( (]D ;.

what do you weant to name this ste?

Site name:  [Site SEPM

9 symantec.

| <Beok || wea- | [ cance |

3aTeM Hac MPOCAT yKa3arh Mapolib MU(PPOBAHKS, HCIIOIb3YEMBbIH JIJIs CBSI3U MEXKY KIUCHTAMU U
cepBepoM. MBI BBOJUM MapoJib U 3alIOMHHAEM €ro. [lajiee 3TOT maposib MPUTOAUTHCS HaM, KOTZIa Mbl
oynem nmonkiodars Enforcer’st k cepBepy Symantec Endpoint Protection Manager. [To-aTomy He
3a0BIBalTe ATOT MapoJib. B nanpHENIIeM U3MEHHUTD JTaHHBIN TTAPOJIh BOBMOXHO TOJILKO 3aHOBO 3aITyCTHB
MacTep HaCTPOMKH.

Pucynoxk 8.



@Management Server Configuration Wizard o ] 5|

’ The management server and client computers encrypt the data they send
[ W | each other. You will need to creste an encryption password below and enter
it inthe event of dizaster recovery.

Create encryption passward: |***** |

aaaaa| |

Confirm encryption passward:

9 symantec.

| = Back ” Mext = l | Cancel J

BriOupaem, kakyro 6a3y maHHBIX OyAeT ucnoiab3oBaTh Symantec Endpoint Protection Manager st
XpaHeHHUs1 CBOMX JaHHbIX. Tak kak y Hac Ha cepBep ctouT Microsoft SQL Server 2005, To Mbl BeIOUpaem
YCTaHOBKY ¢ uctoib3oBanueM «Microsoft SQL Servery.

Pucynok 9.
@Management Server Configuration Wizard o ] 5|
e Select the type of datahase you want to use:
" Embedded database
Suggested for organizations with up to 5,000 client computers.
& hicrosoft SGL Server|
’ symantec.
| = Back H Mext = l | Cancel J

Bei6upaem, OyaeM 11 MbI cO3/1aBaTh HOBYIO 0a3y JIaHHBIX, WK OyJeM UCIIOIb30BaTh CYIECTBYIOILYIO.
Tak kaK MBI TPOM3BOANM YCTaHOBKY IIEPBOTO cepBepa, BeiOMpaeM MyHKT «Create a new database».
Pucynok 10.



@Management Server Configuration Wizard 101 =]

’ Do you weant to create a new Symantec Endpoint Protection Manager
li W | database or uze an existing database?

{7 Use an existing database

9 symantec.

| = Back |[ Mext = ] | Cancel ‘

B crenyroiiiemM okHe BCe 3allOIHEHHBIE TIOJIS OCTABIISAEM M0 YMOTYaHUIO. 3anosHseM mois Password /
Confirm password, DBA password, u nmone Database data folder — myist 3amonHeHus 3TOro MO
AaBTOMAaTHUYECKU HakuMaeM KHOKy Default, pacrosnioxkeHHYO cripaBa OT 3TOTO MOJISL.

Pucynok 11.
e 4
[ Specify the database parameters to use in order to create the new
( W | Microzoft SOL Server databaze.
B Database server: |SEPM |
SGL server port: |1 433 |
Database name: |Sem5 |
Authertication: |SGL Server Authertication (-]
Uszer: |Sem5 |
Paszweard: |******* |
Confirm passward: reARRER |
DEA uzer: |sa |
DEA passyward: reARRER |
S Client folder: |C:1.Prngram Filezhicrosaft SEL ServerlQDITnolsiﬂ
’ symantec. Database data folder.  |SGL ServerMSSGL1MSSALIDATA| | Detaut |
| = Back “ Mext = l | Cancel J

BBoaum maponb aqMUHUCTpaTOpa AJIs TOCTyIa K KOHCONH yrnpasienus Symantec Endpoint Protection
Manager.
Pucynok 12.



@Management Server Configuration Wizard o ] (1

b Create a system administrator account. The pazsword will be reqguired to
| [w | log on ta the management consaole.

User name: |admin

Pagzword: |*******

2rEEES

Confirm password;

Email address: |admin@symarrtec.|::lema

, symantec.

| = Back H' ﬂext:_.J | Cancel l

CTapTyroT IpoLECCHl 10 CO3JaHNI0 0a3bl JAHHBIX. Y HAC 3TO JAIHIOCH IPUMEPHO 2 MUHYTHI.
Pucynok 13.

@Management Server Configuration Wizard =10 x|

Create a system administrator account. The pazsword will be reguired to

.'". y

| W | log on ta the management consale.
Uzer name: |admin
Pazsward:

|MM3M |
P TE |

Confirm password;

| ]
Creating Database x|

The databaze is heing created and intislized. This will take 5 few
minutes.

Starting syncCatalog...

| E—

, symantec.

| = Back “ Mext = | | Cancel l

| Jlanee HAC CIIPOCST XOTHM JIM MBI 3aIIyCTHTb MACTep MHTPALMHI U PacIpOCTpaHeHHs. TaK Kak B
paMKax CTEH/a MCIIOIb3YeTCs TOJIbKO oauH cepBep SEPM, oTka3piBaeMcst OT 3aIrycka MacTepa u
3aBepIaeM rnporecc HacTpoiiku Symantec End Point Protection Manager.

Pucynok 14.



@Management Server Configuration Wizard o [ A |

L Management Server Configuration Wizard Completed
£ \
'-._ [m ! This management server has been successfully configured.

Mate that instaling Symantec Endpoirt Protection Mansger does not install the
Symantec Endpoirt Protection client on this computer. *ou should alzo install
the Symantec Endpoirt Protection client.

The Migration and Deploviment Wizard will walk wou through the steps to
migrate from Symantec Antivvirus, | will also sssist in deploying the client
software, whether you are migrating or not.

You can run this wizard at & lster time by selecting it from the Start
menu.

Do you weant to run the Migration and Deployment Wizard now?

. Yes

& b

’ symantec.

| = Back ”l Finish |] | Cancel |

Ilocne 3aBCPUICHUA pa6OTBI MacTepa HaCTpOﬁKH 3allyCTUTBCA KOHCOJIb YIIPABJICHUS.

Pucynox 15.
®Symantec Endpoint Protection Manager Console

UD Symantec™Endpoint
Protection Manager

User name: |admin

Passwoard: |*******|

Server: |I0c:a|h031:8443

|__toson || ¢ || osons> |

Copyright & 2007-2008 Symantec Corporation. &l rights reserved.

BBoaum noruH 1 mapois u nonaaaeM B koHcollb Symantec Endpoint Protection Manager.
Pucynoxk 16.



®5ymantec Endpoint Protection Manager Console =] 3]

()’ Symantec™ Endpoint Protection Manager Refresh | About | Help | Log o

-
@ Virus Definitions Distribution : Last 172 Hours i
Preferences Disl Virus Defirtt Distribdii |3|
. isplay: | Wirus Defintions Distribution
itz Security Status - Good
7 Mare Details Definitions Computers
@ Action Summary by Detection Count
Action Viruses Security Risks
onitors Cleaned u] i)
Suspicious Ll 1]
Blocked u] 0
Gt antined 1] 1}
Deleted o 1]
Mewely Infected 1] ] Latest Symantec Yersion: 2009-03-26 revw. 065
Still Infected 0 0 Latest Manager Version: Information is currertly unavailable
Risks Per Hour: Last 17 Hours Security Response Last updated: 03/27/2009 16:41:56
Display: |Risks El Top Threats Last outbre ak change: 04042007 03 :06:00
o 4 » Mo items to display
Latest Threats
Clignts » Mo items to display
There are no categary 3 or greater threats in the wild &t the moment.
% Symantec ThreatCon * Security Alers
_ * Symantec
Llmin Level 1: Normal * Definitions
. . L » Latest Threats
o = * Security Focus
Status Summary Watched Applications Summary
= : Computers Occurrences
Antivirus Engine Off 0 Commercial Spplication Detection 0
Auto-Pratect Off a Faorced TruScan Proactive Threst Detection 0
Tamper Protection Off 1] E ite R s
avorite Kepo
Restart Reguired 1] P et
Host Integrity Failed 0 Top S?urces °f_’”‘“a°k .
Mt Reporting Status a Top Rizk Detections Correlation
TruScan Proactive Threat Distribution
| @ Mo unacknowwledged naotifications in the last 24 hours

KIS

Oonoenenue Symantec Endpoint Protection 0o Symantec Endpoint Protection +
Symantec Network Access Control

VY Hac ectb ycranoBieHHbI Symantec End Point Protection, onnako ¢gynkimonan Symantec NAC
MOKa OTCYTCTBYET. B aTOM MOkHO yOenuThes, nepeiias B pazaen «Policies» U B CIUCKE TOCTYIHBIX
NOJHUTHUK morpoboBaTh HaiiTu Host Integrity. Ona Tam OyaeT oTCyTCBOBATH:

Pucynox 17.



®5ymantec Endpoint Protection Manager Console

([)) Symantec™ Endpoint Protection Manager

flonitors
<',;> Centralized Exceptions

Q Policy Components

el 1 4
=) fi]
8 : e

7

T
=
i

Tasks

W

ELn,:l Add an Antiviruz and Antispynwa
'@ Import an Antivirus and Antispyss

o
=
5

Q Search for Applications

- O] x|
Refresh | About | Help | Log Off

@ View Policies » |l Antivirus and Antispyware Palicies
([ antivirus and Artispyware - i

Hame i Name | Description Location Use Count
“? Firesvall
@ Intrusion Prevention Artivirus and Antispyweare policy Recommended policy for most environments, providing & good balanc... 2
@ Application and Device Contral Artivirus and Antispywware policy - High 5. High security palicy that may affect the performance of other applicati... o
9) LiveUpdate Artivirus and Antispyware policy - High P... Higher performance policy, but with reduced security. Relies on File 5. u]

Add shared policy upon system instal
Add shared policy upon system install
Add shared policy upon system install

Recert changes appear below:

Description Time Administrator
March 27, 2009 4:05:29 PM MEK admin
Warch 27, 2009 4:05:29 PM MSK admin
Warch 27, 2009 4:05:29 P MZK admin

Juis Toro, utoObI 106aBuTh B Symantec Endpoint Protection Manager ¢gyakimonan Symantec NAC,
HEOOXOMMO YCTaHOBHUTH COOTBETCTBYIOIIME KOMIIOHEHTHI. /151 3TOTO 3amyckaeM yCTaHOBKY Symantec
NAC, npeaBapuTenbHO 3aKpbIB KoHCOIh Symantec Endpoint Protection Manager. 13 npemiioskeHHOTO
MeHro BeiOMpaeM myHKT Install Symantec Network Access Control.

Pucynok 18.

3 Symantec Endpoint Protection Installation Program

[]D Symantec™Network Access Control

Read This First

Before installing or migrating, click here to vievy important information.

Install Symantec Network Access Control
Imstalls network access contral clients, management, and reporting components .

Install Other Administrator Tools
Installz optional advanced management componernts.

Exit

=100 %]
’ symantec.




Janee BeiOupaem myHKT Install Symantec Endpoint Protection Manager:
Pucynok 19.

3 Symantec Endpoint Protection Installation Program - |EI|5|
’ S}(‘THB.IITE‘C..

[]D Symantec™Network Access Control

Install Symantec Endpoint Protection Manager
Inztalls the management server and console, and deploys managed clients.

Install Symantec Network Access Control
Installs network access control to client computers.

Return to Main Menu

Byner 3anynieH ycTaHOBIIUK, KOTOPBIM OOHAPYXKUT YK€ yCTaHOBJIEHHbIN Symantec Endpoint
Protection Manager u npeanoXut oOHOBUTh CYILIECTBYIOLIHI cepBep:
Pucynok 20.

0[]
q'p Welcome to the Management Server Upgrade Wizard

Thiz wvizard helps you upgrade the managemert server from a previous
version, You should back up the database before proceeding.

- Upgrade Server from 11.0.2.0

- Fun backup before running the upgrade tool.

| Mext = ] | Cancel ]

Bbl nonmyuute npeaynpexaeHue 0 HEOOXOAMMOCTH OCTAHOBKU BCEX YIPABISIOIIUX CEPBEPOB B
caifre. Tak kKaK y Hac TOJIBKO OIMH CEpPBEP, TO cMenno HakumaeM «Continue» 1 MpoI0HKaeM YCTaHOBKY.

OOHoBneHMe ceppepa 3alMET HeckoIbKo MUHYT. [locie 3aBepiieHus npouecca 0OHOBIEHHUS, B OKHE
craryca mosButhcs coodmenue «Upgrade Succeeded». Haxknmaem kHOTIKY «Nexty.

Pucynoxk 21.



i

. LID Server upgrade status

[ 100% I

Initializing.. Done

Databaze already has the latest schema
Importing Packages. ..

Adding SMACIZ2.. Done

Adding SMACEL .. Done

Upgrading templates. Done

Upgrade Succeeded

| = Back “ Mext = ] | Cancel

B cnenyromem okne HaxkumaeM «Finishy u 3aBepiraem ycTaHOBKY:
Pucynok 22.

=EY

] [ID Upgrade Succeeded

WARHING: Installing Symantec Endpoint Protection Manager does not
install Symantec Endpoint Protection or any other protection
technology. To protect the computer on which Symantec Endpoint
Protection Manager is installed, you must also install Symantec
Endpoint Protection client software.

V¥ start the Symantec Endpoint Protection Manager Service

¥ Start the Symantec Endpoint Protection Manager Consale

| <Back || Finisn |

[Tocrne 3aBepreHns OOHOBJICHUS, 3AITyCTUTHCS KOHCOJIb yripaBieHus Symantec Endpoint Protection
Manager. BBogum oruH 1 mapodsb, nepexoaum B paszaen «Policiesy» u yoexxaaemcsi, 4TO B CITUCKE
MOJIUTUK TosiBUIICS MyHKT «Host Integrity», KOTOpBIN Kak pa3 U OTBEUaeT 3a peaju3aluio Symantec
Network Admission Control B korconu Symantec Endpoint Protection Manager:
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®5ymantec Endpoint Protection Manager Console - |EI|1|

(' Symantec™ Endpoint Protection Manager Refresh | About | Help | Log Of
H o a_ o
@ View Policies » 5l Host Integrity Policies
|_,| Antivirus and Artispyware O B
Home ii ) Name | Description Location Use Count
Firesaall
{:} Intrusion Prevention Host Integrity policy Created automatically during product installation. o
@ Application and Device Control
Maritars B Hiost Integrity
@) LiveUpdate
<9 Certralized Exceptions
Q Policy Components 4

Tasks

SR Add & Host Integrity Policy...
'@ Import & Host Integrity Palicy

Q Search for Applications

Recent changes appear below:

Description Time Administrator
Add shared policy upon system install March 27, 2009 4:08:29 PM MSk admin

Hemnozo o cmpyxkmype Symantec NAC.

N3 onucanus rexnonorun NAC (He nmpuBsI3bIBasCh K KOHKPETHON peann3annn) Mbl 3HaeM, uto NAC
COCTOMT M3 3-X YacTeu:

1. VYecrpoiicTBo, 3ampammBaroniee JOCTyl K CETH

2. Cpena npyuMeHEHUs MOJIUTUK

3. Touka npuHATHA pELICHUS.

PaccmotpuM, kaxxayro u3 3Tux dyacteil B peanuzaunn Symantec NAC. Hauném ¢ koHua.

Touyka npuHATHS pemienus. B peanuzanuu Symantec, TOUKON NPUHITHS PEIIEHUS BBICTYAET
Symantec Endpoint Protection Manager. B koHCONM 3aat0TCsI MOTUTUKH, KOTOPBIM JIOJKHBI
YIOBIIETBOPATH CETEBBIE YCTPOICTBA, a TaK e JeHCTBUS, KOTOpble HEOOXOIMMO COBEPIIUTh HaJl
ceTeBbIMH ycTpoiicTBaMH. Symantec Endpoint Protection Manager MmoxxeT oOpararbest K CTOpOHHUM
RADUIS cepBepam, Hanpumep TSl TPOBEPKH ayTCHTH(UKAIIMH TTOTH30BATEIICH, WU IS IPOBEPKHU
ayTeHTU(HUKAIIUN CETEBBIX YCTPOMCTB.

Cpena npumenenns moauTuk. B peasmsanuu Symantec NAC cymecTtByer 4 BapuaHTa cpezsl

MPUMEHEHUS MTOTUTHUK:
1. Self-Enforcement — «camo3aniura - mpuMeHEHNE TTOJUTUKHU TPOUCXOIUT Ha CAMOM yCTPONCTBE

3aMpalIrBaloEM JOCTYII, HATPpUMEp Ha HOYTOyKe Mojb3oBaTens. /JlaHHbIM BapuaHT MOXKET OBbITh
peann3oBaH, eciu y kireHTa yctaHoBiieH SEP u arentr SNAC, Tak kak TpUMEHEHUE TTOJIUTUKHI
ocylILecTBIsAeTCs 3a cu€T Takux komnoneHToB SEP kak, nanpumep firewall u IPS. Self-
Enforcement camblii mpocToit u ObicTpopeanu3yeMblii BapuaHT BHenpeHust Symantec NAC B cetu
OpraHM3aIHy.

2. DHCP-Enforcement — npuMeHeHUE MOIUTHUKY IPOUCXOIUT HA YPOBHE CETH B MOMEHT MOIY4YECHHUS
ycrpoiictBoM IP-agpeca. B 3aBUCMMOCTH OT COCTOSIHUS yCTPOMCTBA, 3alIPALLIMBAIOLIETO TOCTYI K



CEeTH, eMy MOXeT ObITh BbIIaH [P-afipec u3 pasnuynbix nojacereif. OTHOCUTENBHO MPOCTON
BapHaHT JUIsl BHEPEHHUS B CETH, HO TpeOyeT HekoTopoi Mmoaudukanuu B cxeme DHCP.

3. Gateway-Enforcement — Mo>kHO Ha3BaTh KOHTPOJIEM Ha 1UTI03€. TO €CTh MPUMEHEHHUE MOJIUTUKH
MIPOMCXOTUT HA YPOBHE CETH, MIPH MPOXOKAeHNH Tpaduka yepe3 Gateway-Enforcer. Jlannbrit
BapHaHT YMECTEH MPHU KOHTPOJIE JOCTYMa YCTPONUCTB U3 OTAECTHLHOTO HEOOIBIIIOTO CETMEHTA CETH,
Harpumep Takoi kak rocteBoit WiFi, mimm VPN-muto3. 91o 00ycioBieHo TeM, YTO BECh Tpaduk
poxoauT u obpabareiBaeTcst Ha Gateway-Enforcer, uTo MoXkeT cTaTh y3KUM MECTOM B ceTu. Tak
xe Gateway-Enforcer He kKoHTponMpyeT TpaduK, KOTOPHI HE MPOXOIAHT Yepe3 HEeTO, HalpuMep,
MpHu OOIIEHUHN YCTPONCTB BHYTPHU CerMeHTa, Takoro kak rocteBord WiFi. [lo-aTtomy naHHBIH
BapHaHT YMECTHEE IPUMEHSTh Ha IPaHUIE CETMEHTOB ceTu. [Ipu BHeApeHUN HEOOXOAUMO YETKO
MPENICTaBISITh pabOTy CETH, MOTOKU TpaduKa; U BOZMOKHOCTH camoro Gateway-Enforcer;-:
nHorna TpeOyeTcsl NepecMOTpP U MOJEPHU3ALIMSI CYILIECTBYIOIIEH CXEMBI CETH.

4. LAN-Enforcemet — mpuMeHeHHE MMOJMTHKH HA YPOBHE CETEBBIX YCTPONCTB MOIIEPIKHBAIOIITAX
npotokoun 802.1x, HampuUMep TaKuX Kak KOMMYTaTopbl, Mapuipytu3atopsl, WiFi-touku gocryma.
Touka MpUHATHS peUICHUH OnpeeNseT Kakie IeHCTBUS HEOOXOAUMO COBEPIINUTD C JaHHBIM
CETEBBIM YCTPOICTBOM U J1a€T KOMaH/Iy CETEBOMY 000PYI0BaHHIO, HAIIPUMEP NEPEMECTUTD
YCTPOMCTBO B crienan3upoBaHHblii VLAN i moMecTUuTh yeTpoicTBO B pabounii VLAN, win
HaJIOXXUTh ONPEEIIEHHBIN CIIMCOK KOHTPOJIS TOCTYIIA Ha MOPT, K KOTOPOMY HMOJKIIOUNIOCH
YCTPOUCTBO. JlaHHBIN BapUAHT CaMbli CJIOKHBIN B peaJin3aIiuu U TpeOOBaTEIbHBIN KaK K
CTPYKTYPE CETH, TaK U K CETEBOMY 00OpYI0OBaHHIO, HA KOTOPOM IOCTPOEHA CETh, OIHAKO JTaHHBIN
BapuaHT 00J1aaeT HAMOOIBIIUM (PYHKITHOHAJIOM.

IIpu BHenpernnn Symantec NAC BO3MOXKHO HUCITIOJIb30BaTh Pa3IN4HbIE BAPUAHTHI COBMEILIEHUS U

JIOTIOJIHEHUS CpeJ] MPUMEHEHUS TOJIUTHK, KaK 3TO ObLIO C/IEIaHO Ha OMHCHIBAEMOM B JTAHHOMW CTaThe

CTEHJIE.

YcTpoiicTBO, 3anpaliMBaoniee 10CTyN K ceTH. B kauecTBe ycTpoiicTBa, 3apalllnBAtOLIET0 JOCTYI

K CEeTH, MOXKET OBITh JIF000e ycTpoiicTBo nmeroriee MAC-aapec. YerpoiicTBa, 3anpaninBaroiiie

JOCTYH K CETH MOXKHO pa3[eNIUTh Ha YIIpaBIsSeMbIe U HEyNpaBisieMble. YIIpaBisieMble yCTPOCTBA —

3TO YCTPOMCTBA HA KOTOPBIX YCTAHOBJICH UM MOXKET ObITh ycTaHOBJIEH areHT SNAC, KOTOpBIi MOXKET

MPEIOCTaBUTh 3aMpalIiBaeMyl0 TOUYKOW MPUHITHS pelieHnid nHpopmaimio. Heynpapnsembie

YCTPOICTBa — 3TO YCTPOUCTBA, Ha KOTOphIe areHT SNAC He MOXKET OBITh YCTaHOBJIEH (HarpuMep,

TIPUHTEPHI).

Yemanoeka u nacmpoiixa Enforcer.

Kak Obu10 Hanucano Bblille, y Symantec cyiiecTByeT 4 BapuaHTa IPUMEHEHUsI MOJIUTUK. Bapuant

Self-Enforcement peanusyeTcst TOJIbKO NPOrpaMMHBIMU CPEJICTBAMHU, OCTaJIbHbIE 3 BapHaHTa
peanu3yroTcs ¢ HOMOIIBIO POrpaMMHO-aNapaTHbIX KOMILIEKCOB (appliance), B TEpMUHOJIOTUN
Symantec, na3siBaembix Enforcer. Bapuant ¢ DHCP-Enforcer mbl paccmarpuBath He OyneM, XOTs
yCTaHOBKA U MEPBUYHAS HACTPONKa aHAJIOIMYHA JIJIsl BCeX TPEX BapUAHTOB.

Wrak, nepen namu Enforcer — cepsep, co cneunanuzuposannsiM I10. Britouaewm ero, u yepes
KOHCOJIb TOJTy4aeM J0CTYI K KoMaHIHOM cTpoke. Hac mompocsr BBectu login u password; - eciu
NepBUYHAsl HACTPOWKA HE BBIONHATACH, TO ecTh Enforcer umeer 3aBojickue HaCTPOMKH, TO AJIsl IEPBOTO
BXOJISl B CUCTEMY HCIIOJIb3YEM CIIEAYIOLINE YUETHDIE TaHHBIE:

Login: root

Password: symantec

Cpasy ke 3aIyCTUThCS Ipoliece NepBUYHOM HacTpoiiku Enforcer, koTopslit paznenén Ha 8 1maros.

1. Bac nompocar BbIOpaTh B KAKOM U3 TPEX BO3MOXKHBIX PEKUMOB Oyzet padotars Enforcer.
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Helcome to the Symantec Enforcer Appliance Console.

Step 1 of 8: Set the Enforcer mode
Specify the Enforcer mode:

[Glateway Enforcer [DIHCP Enforcer I[LIAN Enforcer:

2. HeobOxoammo yka3zarh ums Hamero Enforcer-

3. Vkaxem IP-anpeca DNS cepsepos

4. Hac nonpocsAT CMEHUTh MapoJib AJIs OJIb30BATENS TOOt

5. Hac monpocst cMeHHUTh Mapoib i Mojab3oBaTens admin

6. 3arem Hac CIPOCAT, XOTUM JI Mbl CMEHUTh BPEMEHHYIO 30HY, U €CJIM MbI OTBETHM «Yy€S», TO

CIIPOCAT B KaKOW BPEMEHHOM 30HE Mbl HAXOIUMCHL.

7. Hac monpocsT BBECTH TEKYILYIO JaTy U BPEMSI.

8. Ha nocnennem miare Hac MOMpPOCAT yKa3aTh CETEBbIE HACTPOMKHU.

[Tocne 3aBepuieHus nmpoiecca HACTPOUKH, HAC CIPOCST, XOTUM JIM Mbl IPUMEHUTDH JTaHHBIE
HACTPOMKHU, OTBEUAEM «YES», IIOCIIE YETO CIIeJIaHHbIE HAMHU HACTPOUKY IPUMEHSITBHCS — OTO 3aUMET
HECKOJIbKO CeKyHI. Iy manmpHeiIei paboTsl HaM HEOOXOAMMO Oy/eT MOBTOPHO 3alTH B KOHCOJIb
Enforcer’a, HO yXe ¢ yKka3aHHBIMH Ha 3Tare MepBUYHON HACTPOHUKU YUETHBIMU JAHHBIMU.

Crnenyrommum 3tarnoM HacTpoiiku Enforcer Oyner nmoaxmrouenue ero k Symantec Endpoint Protection
Manager. /111 3Toro B komanHoi ctpoke Enforcer BBomum cienyronue KOMaHabl:

Enforcer# configure — mepexoauM B KOHTEKCT KOH(PUTYPUPOBAHHS;

Enforcer(configure)# spm ip IP_ AJIPEC_SEPM CEPBEPA — yka3siBaem IP-anpec cepsepa SEPM

Enforcer(configure)# spm name DNS MM SEPM_CEPBEPA — yka3zeiBaem DNS umst cepsepa
SEPM (oniuoHaibHO)

Enforcer(configure)# spm http 8014 — yka3siBaeM mpOTOKOJI U TIOPT, 10 KoTopbiM Enforcer Oymer
obmatbesa ¢ Symantec Endpoint Protection Manager.

Enforcer(configure)# smp group UM T'PYIIIIBI B SEPM — yka3piBaeMm uMs TPYMIIbI, B KOTOPYIO
Oyner nomemién nannbiii Enforcer, ecnu Takoit rpynmel B SEPM He cymectByeT, To oHa Oyner
aBTOMAaTUYECKH CO3/IaHa.

Enforcer(configure)# spm key KJIFOU — yka3piBaeM KiTtod mudpoBaHusi, KOTOPBIA OyaeT
HCIIONIB30BaThCs TIpu oOMeHe JaHHbIMA M1y SEPM u Enforcer. 9To TOT caMblii KITt04, KOTOPBIA MBI
3ajaBany Ha sTarne HacTpoiiku SEPM korga ykassiBanu encryption key, u koTopsiii Bel JO/KHBI
MIOMHUTb.

Ha stom nactpoiika Enforcer 3aBepiiena. Ecnu Bcé cnenano npasuibHo, To Enforcer nomken
MOSIBUTBHCS B JIepeBe cepBepoB B pazzene Admin->Servers. Teneps Bce nanpHEHIIIME HACTPOUKH OyIyT
NPOM3BOIUTHCS U3 KoHcomu Symantec Endpoint Protection Manager. [lanee Mbl moxpobHee paccMOTpuUM
Hactpoiiky LAN Enforcer u Gateway Enforcer B COOTBETCTBHM C HAIlIUM CTEHJIOM.

Co3z0anue u nacmpoiika ROJIUMUK 0OCHYNA 6 CeMb.

Bepuémcs k Haemy cteHay. [t Hauana HaM He0OXOAMMO CO3/1aTh MOJMTUKU JOCTYIIA B CETh, HA
OCHOBE KOTOPBIX MBI OyJIEeM ONpe/IesATh, KaKue IeHCTBHS HEOOXOIMMO COBEPIIUTH C CETEBBIMU
YCTpOHCTBaMU.

IIpy nOArOTOBKM CTEHJA HAM IIOKA3aJI0Ch HEMHTEPECHBIM IIPOBEPATH YCTAHOBJICH JIM U 3AITYLIEH JIX
aHTHUBUPYC, OOHOBJICHBI JIN AHTUBUPYCHbIE 0a3bl, IO-3TOMY MbI PEIININ IPOBEPATH, 3aIlyILEH JIU Ha
KoMIbIoTepe OIOKHOT. To ecTh. mepedpa3upoBaB NOIUTUKY HA YEIOBEUECKUN SA3BIK, MOTYIHM: «Jlist
paloThI B CE€TH Helb3s 3anyckarb biokHOT». Eciu GI0KHOT 3amyIieH, To Mbl WIIM 3alpellaeM JA0CTyI B



ceTh (st BapuanTa Self-Enforcement u Gateway-Enforcement), unu nomeniaem ycTpoicTBO B

kapanTuHHbI VLAN (111 Bapuanta LAN-Enforcement).

Wrak, coznaaum nonmutuky Host Integrity-, koropast OyneT mpoBepsTh, 3aIyLeH JIi OJIOKHOT U, B
cily4ae, €CIM OH 3aIlylleH, BO3BpAIllaTh HECOOTBETCTBUE MOJUTUKAM - UJIM, €CIIH OJIOKHOT HE 3aIlyIlIeH,
BO3BpAILaTh COOTBETCTBUE TPEOYyEMBIM MOIUTUKAM. J{J1s1 CO3JaHUS TIOTUTUKN OTKPBIBAEM KOHCOJb
Symantec Endpoint Manager, BBoIuM JIOTUH U TApOJIb, IEPEXOIUM B pasnen Policies u u3 cimcka
nonuTHK BeiOupaem Host Integrity. Huxe, B pasnene «Tasksy», Boionpaem nyHkT «Add a Host Integrity

Polisy»...
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()’ Symantec™ Endpoint Protection Manager
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View Policies

Artivirus and Antispyware
Firesaeall

Intrugion Presention
Application and Device Control
Host Integrity

Livelpdate

Centralized Exceptions

) Lemika

Policy Components &

Tasks

OF Add a Host Integrity Policy...
@ Impott & Host Integrity Policy

Q Search for Applications

Hame

Host Integrity policy

£ Host Integrity Policies

Refresh

Description

Crested automatically during product installstion,

~lol x|

Ahout | Help | Log Off

Location Use Count

]

Recert changes appear below:

Description
Add shared policy upon system install

Time
March 27, 2009 4:05:29 P MSK

Adrministrator

acmin

OTKpOGTCH OKHO CO34aHusA HOBOH NMONUTHKH. B paszaciie Overview 3a7aJIUM UM TIOJIMTHKHU U e€

OIIMCaHucC.

B paznene Requirements ykaxem mnapameTpsl MPOBEPKH U 33aJMM TPEOOBAHUS, KOTOPBIM JOJKHBI
YAOBJIETBOPATH YCTPOMCTBA, MOIKITIOYArouecs K cetr. Jis mobaBieHus TpeOOBaHUs HAKUMAEM KHOTIKY
«Addy, pacrionoxxeHHyI0 BHM3Y OKkHa. M3 cricka JOCTYHMHBIX TpeOoBaHUH, BhIOUpaeM MyHKT «Custom
requirementy.
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x

Specify the type of Host Integrity requirement wou would like ta add:
l&rﬁivirus requirement ||E|

A rtivirus reguirement

A rtizpyweare reguirement
Firensvall reguirement
Patch requiretment
Service pack reqguirement

Custom requirement

| ok || cancel || Hen |

B oxHe HacTpoiiku TpeOoBaHUs HA)KUMaeM KHONIKY «Add»pacrionokeHHYI0 BHU3Y, U3 OTKPBIBILIETOCS

cniucka Beioupaem nyHKT [F..THEN .. , mocne gyero B mone Customized Requirement Script mosiBUTCs
clleyIoIIee:
Pucynok 27.

Mame: |Custom recuirement 1

Customized Requirement Script

Mnzert statements below: Eelectilcondition:

IF
L

]

THEM

- jinzert statements here;
END IF
PASS

[ At Il Delste

[T &llowy the Host Intedrity check to pass even if this requirement failz

|I OK -H Cancel H

Help

B npaBoii yactu, u3 Beimasaoniero cnucka Beioupaem Utility: Process is running. 3arem B OKHE
Process file name BBoanm 3HaueHne notepad.exe.

[Tepememaem dokyc Ha cTpoky Mexay oneparopamu THEN u END IF. Haxxumaem Ha KHOTIKY
«Add», 13 OTKpBIBIIETOCS MEHIO BBIOMpAEM ITyHKT «returny U B PaBOW YacTH OKHA CTaBUM
nepekitoyarens B nojaoxenue Fail.

JIOIKHO MOTYYUThCS CIeTyIoNIee:
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@Eustom Requirement

Mame: |Custorn requirement 1

Customized Reguirement Script

fnzert statements below:
IF
= Litility: Process iz running

THEM
Hnzert statements here:
FalL

END IF

PASS

| Aol ]l Delete

[ lalowe the Host Inteqrity check to pass even if this requiremert fails|

Select & condition:

Litility: Process is running

[-]

Check if the following process is running.

Process file name (For example, cmd exe or o weindowwswmd exe):

notepad exe

[ o

”| Cancel ”

Help

TpeboBaHue co31aHo, /Ul €r0 COXPaHEHUS U 3aKPBITUS OKHA; HaxxumaeM «Ok».
[Tpu HEOOXOIMMOCTH, aHAJIOTHYHBIM 00pa30M MOXHO JOOABUTH JAPYTUe TPEOOBAHUS.
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@Host Integrity Policy

Host Integrity

Policy
Crarviewy

Requirements

Advanced Settings

Requirements

When should Host Integrity checks be run on the client?

o Alvways do Host Integrity checking
(o Only do Host Integrity checking through the Gatesway or DHCP Enforcer
[ Only do Host Integrity checking when connected to the management server

" Never do Host Inteqrity checking

Requirements:
Enahle Name
[ don't start notepad exe
i nitiviruz must be installed and running
v Fireswall must be installed and running
’ Add... ] ’ Template. .. ] ’ Edlit... ] ’ Delete ] ’ Move Up ] ’ Move Down ]

u Ok ” Cancel H Help

l

o [

]

|il

B paznene Advanced Settings, mpu He0OXOTUMOCTH. MOXKHO CJIENIaTh JOMOTHUTENbHbIE HACTPOUKH -
HarpuMep, BEIBOJIUTH COOOIICHHUS TIOIH30BATEIIIO.

ITocne 3amanus Bcex TpeOOBaHUN M JOMIOJHUTENbHBIX HAacTpoeK, HaxkumaeM «Oky». [Tonuruka Oyner
co3zaHa 1 Oy/ieT BBIBEJICHO OKHO C YBEJIOMJICHHEM O TOM, YTO OHA HE MPUBS3aHA HU K KaKOW U3 TPYII, U
NPEIIOKEHUEM TPUBS3aTh CO3IaHHYIO NOJIUTUKY K rpymnne. [IpuBskeM NONIUTUKY K rpymne My

Company:
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@nssign Host Integrity Policy 5[

Host Inteqrity Policy:  Demo Policy

Assign Policy

The tree below showes the groups or locations to which you can assign the selected Host Integrity Policy.
Select the groups or locations belowe. To select all subgroups and locstions, right-click the parent grougp and
chooze Select All Subgroups . Groups and locations with a check mark already have a Host Integrity Policy
azsigned to them.

Caution
Clicking Az=zign will assign this Host Integrity Policy to all selected groups or locations, replacing the existing
Host Integrity Policy they are currently using.

- ¥ My Company:
¥ EE Defautt
7

|| Azszign |I| Cancel || Help

HpI/I HCO6XOI[I/IMOCTI/I, aHaJIOTMYHBIM o6pa30M CO3Jar0TCAd APYTIHUC MMOJUTHUKU.

Hacmpoiixa Self-Enforcement

IToroBopum nonoapo6Hee npo Self-Enforcement. Jlanuslit Bapuant peanuzanuu TexHonoruua NAC
MoJpa3yMeBaeT NpUMEHEHHE MOJIUTHK K CETEBOMY YCTPOICTBY Ha caMoM ycTpoicTBe. To ecTh, y Hac
€CThb KOMIIbIOTED, ¢ ycTaHOBIEHHBIM SEP 11 u arentom SNAC, ecTb MOJIUTUKU JOCTYTA B CETh, U €CTh
MIOJINTUKYU KapaHTUHA, HAIpUMeEp, KapaHTUHHAas nonutrka MCD, B KOTOPOI 3anpelieH JOCTYII B CETh.
KapaHThHHas OIUTHKA MOXKET BKJIFOYATh ITpaBuila He ToNIbKO 171t MCDO, HO U A1 cepBEpOB
OoOHOBIIEHUH, 1715 aHTUBHpYCa, [PS.

KitoueBsiMm MomenTOM Self-Enforcement siBnsieTcst To, 4To JUis €ro peanu3aniu He TpedyeTcs
HUKAKOTO JIOTIOTHUTEIbHOTO 000pynoBanus B Bugae SNAC Appliance, He BaXHA apXUTEKTypa CETH U HE
Ba)XHO, HA KaKoM 000pynoBaHUU NIocTpoeHa ceThb. Jlanublil BapuanT SNAC MOXHO JIETKO pa3BepHYTh
MPAKTHUYECKH B JIIO0OM ceTu.

Wrak, B Ha1ieM npumepe Mbl CO3aIuM OJIHY MOTUTUKY 11t MCD, B KOTOpoil OyayT /ABa mpaBuia:

1. Pa3pemmnts JOCTYII K CEpBEPY, HA KOTOPOM ycTaHOBJIEH SEPM - 3T0 paBuIiio MO3BOJIUT B

oOMeHMBaTbCs JaHHBIMU Mex 1y KiueHTckuM SEP u cepsepom SEPM.

2. 3abnokupoBaTh BECTh TpaduK.

Takum 06pa3om, eciy Halll KOMIBIOTEp HE MPOUIET MPOBEPKY HA COOTBETCTBUE MOJIUTHKAM U eMY
Oy/leT MIPUCBOEH CTaTyC «IOMEIIEH B KapaHTUH», MCD 3arpy3uT U NpUMEHUT BbIllI€yKa3aHHbIE MTPaBUIIA.
CnenoBarenbHO, KOMIIBIOTEP HE MOJYYUT AOCTYII B CETh, KPOME JIOCTYIIAa K CEPBEPY, HA KOTOPOM
ycra"oBieH SEPM.

Jlnist co3anus NOJMTUKY, 3aX0AUM B KOHCOb ynpaBieHuss SEPM, nepexonum B pazznen «Clientsy,
3areM mepekiouaeMcs Ha BKIaaky «Policies» u nanportus Haanucu «Quarantine Policies when Host
Integrity Fails:» naxxumaem «Add a policy...». [IoSBUTbCS OKHO C IIepeyHeM JOCTYIHBIX MOIUTHK, U3



KoToporo BeiOMpaeM noautuky Quarantine Firewall Policy. B cnenyroniem okHe nepeMeriaeM ykasareib
B nonioxkeHue «Create a new policy».

B mactepe co3nanus nonutukn MCD B pasznene Overview 3a1aéM UM U ONTUCaHUE TOJTUTUKU.

B paznene Rules, ynansiem Bce cymiecTBymoIue npaBuia, 1 J00aBiseM Ba MpaBuiia, KOTOPHIE MbI
OIMCAJIH BBIILIE - TYT OCTAHABIUBATLCA MOAPOOHEe He OyJieM, Tak Kak MHTep(eiic UHTYUTUBHO MTOHSATEH.
YV Bac I0/KHO MOTYyYHUTHCS MPUMEPHO CIIEAYIOIIEE:
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zl
Firewal Rules
L Rules | Notifications

Overview

Firewall Rules
Rules

Firewvall rules allows, block, and log network traffic. You can add higher priotity rules sbove the blue line in the table belowe. Those rules car
Smart Traffic Fitering

Traffic and Steatth Settings T Inherit Firewall Rules from Parent Group

Peer-to-Peer Suthentication Settings

Allow SEPM S-Major | %) Any F)any F)Any F) Any B Al Ada.. ) Any (0 Allow | =) Nore
Block A1 S-Major | %) sny ) any %) Any ) Any B ) ada.. %) Any (9 Block | =) None

&
0y

Add Rule... ] [ Add Blank Rule ] [ Delete
i ] ]

[_ O I[ Cancel ” Help ]

[Tocne co3manus nonutuku, B KoHconu SEPM y Bac 10/KHO OSBUTBCS CO37JaHHOE TIPABUIIO B
pasznene «Quarantine Policies when Host Integrity Fails:»:
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®Symantec Endpoint Protection Manager Console - |EI ﬂ
) Symantec™ Endpoint Protection Manager Refresh | About | Help | Log O
=
@ View Clients b L@ My Company
@ L& My Company
Home L (F Detaut Group clients | Policies | Details | Install Packages
@ Location-independent Policies and Settings
DTS Custom Intrusion Prevention Off Livelpdate Content Policy Settings
System Lockdown Off Client Log Settings
f_a Metwork Application Monitaring Off Communications Settings.
- General Settings
Reports Location-specific Policies and Settings
= L_qcation—speciﬁc Policies: Add a policy...
E 2= Antivirus and Antispyware policy [shared] Tasks
Pulicies @ Firewall policy [shared] Tasks
Intrusion Prevention policy [shared] Tasks
Application and Device Control policy [shared] Tasks
Dema Policy [shared] Tasks W
9 |jveUpdate Settings policy [shared) Tasks
~ [=I Quarantine Policies when Host Integrity Fails: Add a policy...
Tasks Lﬁ Quaranting firewall policy [non-shared] Tasks
. [#/ Location-specific Settings:
@ Add Location....
dmin G\hi Manage Locations...
@ Export Communications Settings.
E‘] Copy Group Policy
l{’,:l Add Group...
Recent changes appear below:
Description Time Administrator
Change to Firevvall Guarantine Policy [Guaranting fireweall policy] st [ April 1, 2009 10:16:39 AM MSD acdmin
Add a non-shared Firevwall Quarantine Policy [Guarantine fireweall po... April 1, 2009 10:16:39 AWM MSD acdmin

Ha stom Hactpoiika monutuk u aeiicteuit 1is Self-Enforcement 3aBepiiena.

Gateway-Enforcement

O6uryro Hactpoiiky SNAC Enforcer paccmarpuBanu Beimte. Huke Mbl ipuBeiéM HaCTpORKHU 7151
nByx Gateway-Enforcer, ncronb3yemMbIx B ONUCBIBAEMOM CTEH/IE.

ITo cxeme (Puc.1) BugHO, uTo MBI HcTionb3yeM ABa Gateway-Enforcer: onuH 1151 KOHTPOJISI yCTPOUCTB,
MOJKJTIOYAOIIMXCA K Hallel cetu ¢ momouisio WiFi, Bropoii — 17151 KOHTPOJIsSl yCTPOMCTB,
nofKIovaronmxcs k Hamei cetn yepe3 VPN. O6a Gateway Enforcer nMmeroT oguHakoBble HACTPOUKH,
OTIMYAOTCS TOJBKO MMeHa U [P-anpeca ycTponcTs.

Wrax, npu nepBoM BXOjie Ha yCTPOUCTBA, BEIOMpPaeM, 4To OHU OynyT paborars B pexume Gateway
Enforcer.

3anaém umena: GW_Enforcer — ycTpoiicTBY, koTopoe OyeT KOHTPOJIUPOBATh MOAKIIOUAIOITHXCS
yepe3 VPN, GW_Enforcer WiFi — ycTpoiicTBy, KOTOpOe OyAeT KOHTPOIUPOBATDH MOIKITFOUAFOIIIIXCS
yepe3 WiFi.

3amagum [P-anpeca mst Enforcer-ycrpoticts cormacHo cxeme (Puc.1.).

ITpu Hactpoiike coeaunenust Enforcer-ycrpoiicts ¢ SEPM yka3biBaeM, 4To ycTpoHCTBa OyayT
Haxonuthes B rpymnne GW_Enforcers.

OcranbHble HEOOXOAMMbIE HACTPOMKH OMMCAHBI B pa3felie « YcTaHoBKa U HacTpoiika Enforcer».

Ecnu Bel Bc€ caenanu npaBuiibHO, TO Y Bac TOMKHO NOMydHTHCS Clleyroniee:
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®5ymantec Endpoint Protection Manager Console =] 3]

([)) Symantec™ Endpoint Protection Manager Refresh | About | Help | Log OF
=
@} view Servers » & Management Server
" 8 Servers
A é— g@a Local Site (Sepm site)
g zepm Mame: GW _Enforcers
5 sepm Drescription:
Monitors (& |ow_Enforcers Creation Time: Wednesday, March 11, 2009 3:06:26 PM MSK
© on enforcer Last Modification Time: Wednesday, March 11, 2009 6:0640 PIM MSK
& ow_Enforcer yiFi
Enforce Mode: Enforce

@ L&AN_Enforcers

(=] (L
=3 ] w
z m E .

3 3

[
[Fles
Clients
Tasks
% @’ Edit Group Properties
Aelmin 8 Delete Group
@ Export Group Properties
@ Impott Group Propetties

Administrators

arch 17, 2009 10:43:52 A MK System client-zerver activity logs have been swept. [Site: Sepm site] [Server: sepm]
Domains arch 17, 2009 10:01:34 &AM MSK: Retry timestamp is over the maximum retry window | switching to regular schedule run. [Site: Sepm site] [9
arch 17, 2009 9:55:34 A WSk Livelpdate retry failed. Willtry agsin. [Ste: Sepm site] [Server: sepm]
arch 17, 2009 9:55:534 Ak MSK: LUALL EXE finished running. [Site: Sepm site] [Server: sepm]

] 1

SErvers

Install Packages

LAN-Enforcement

Bot MBI ¥ mogonuIM K cCaMOMy HHTEpECHOMY M Hanbosee GpyHkirmonanibHoMy BapuanTy SNAC — Kk
LAN — Enforcement. [lannbrit BapuantT SNAC B3anMOACHCTBYET C CETEBBIM 000PYIOBaHHUEM, YTO
MO3BOJISIET PEATM30BBIBATH OYEHB CJIOKHBIE U B TOKE BpeMs THOKKE MOJTUTHKYU U JIeHCTBUS,
MIPUMEHSIEMbIE K CETEBBIM YCTPOMCTBAaM, 3alpallIMBAIOIIIM JOCTYII.

[TonmonpoOHee octanoBUMCs Ha npuHIuIe padotel LAN-Enforcement. ¥ Hac ecTh ycTpoHCTBO,
3aIpalnirBaroIee J0CTYII B CeTh — IMYCTh 3TO OYJIET HOYTOYK COTPYAHWKA KOMIIAHUH, M HA JAHHOM
HOyTOYKe ycTaHoBIeH areHT SNAC. EcTh ceTeBoil KOMMYTaTOP, KOTOPBIM «ITOHUMAET IMPOTOKOJ
ayrerTudukanym 8§02.1x - Ha HaIIeM CTeHIe MbI UCTIONb30BaM kKommyTtaTop Cisco Catalyst 2950. Ectb
LAN-Enforcer u ects Symantec Endpoint Protection Manager.
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SEPM AN-Enforcer

Hoy1byk
CeTepoil kKoMMmyTaTOp

Ha xomMyTarope, nopThl, K KOTOPBIM MOT'YT MOJKJIIOYATHCS 110Ib30BATEIN, HACTPOECHbI HA
ayTeHTU(uKanuo o npotokony 802.1x. Kak TONbKO KOMIBIOTEP MOAKIIOYAETCS K CETH, KOMMYTaTOp
coobmraer LAN-Enforcer o nosiBinenuu HoBoro yctpoiictBa. LAN-Enforcer; Ha ocHOBe JaHHBIX,
MOJTyYEHHBIX OT areHTa, yCTAaHOBJIEHHOTO HAa HOYTOYKe, U Ha OCHOBE IMOJUTHK, 33JJaHHbIX B Symantec
Endpoint Protection Manager, npuHIUMaeT pelieHue, 4To JeNaTh ¢ MOAKIIOYNBIIMMCS HOyTOYKOM, U
nepenaéT ynpasIsonue KOMaHabl KOMMYTaTopy. A KOMMYTaTOp, COOTBETCTBEHHO, 3TH KOMAaH/IbI
UCTIOJIHSIET, U TTOMeIaeT HOyTOYK min B 3aanublii VLAN minm npocTo 3aKphIBaeT MOpT, B 3aBUCUMOCTH
OT MOJIUTHK.

Heo6xonumo no6asute, uto LAN-Enforcer 6yner siBiarecst RADUIS-cepBepoM [UIst CeTeBBIX
YCTPOMCTB, K KOTOPBIM MOJKIIOUAIOTCS MOJIB30BaTEIH.

B Bapuante ¢ LAN-Enforcement, cymectByeT 1Ba pexxuma padbotsl: Transparent mode u Full mode.
Paznuune Mexay STUMH peKMMaMU B TOM, YTO KOT/Ia MbI HcTioyib3yeM Transparent mode Mbl MOXeM
peann3oBaTh TOJBKO ayTEeHTU(HUKAIIMIO KOMITBIOTEpA C YCTaHOBICHHBIM areHTOM H ITPOBEPKY Ha
COOTBETCTBHE 33/IaHHBIM IOJIUTUKAM, HO HE MOXEM PEar30BaTh MPOBEPKY MOJIB30BaTENsl, KOTOPBIN
ayTeHTU(HUIHUPOBAJICA HA TaHHOM KoMIibtotepe. [Ipu aTom HaM He TpeOyeTcst Kakoi-1100 BHEIIHUH
RADIUS. B pexume Full mode, nomumo ayreHTH()HKAIIMNA KOMITBIOTEPA M MPOBEPKU HA COOTBETCTBUE
MOJTMTHKAM MBI MOXKEM TaK K€ peain30BaTh MPOBEPKY MOJIH30BATENS, KOTOPBINA ayTEeHTU(HUIIMPOBAJICS HA
kommbioTepe. OMHaKo, 11 ayTeHTU(UKAIIMY TToJIb3oBaresiel HaM nmoTpedyercs BHemHU RADIUS-
cepsep.

Tenepp nepeiiaém ot Teopun K npaxtuke. [ Hadana Heobxonumo yctaHoBUTh LAN-Enforcer n
MOJKITIOUNTH ero K Symantec Endpoint Protection Manager. B konconun SEPM nomxken nosiBuThest LAN-
Enforcer, B To#i rpynme, kotopyro Bel 3ananu npu Hactpoiike LAN-Enforcer. B namewm ciygae, rpyrmma
HaseiBaercsi LAN-Enforcers.
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1o
[ Symantec™ Endpoint Protection Manager Refresh | About | Help | Loo Off
@ View Servers : 6 Servers
- 8 Servers
- é)- g@g Local Stte (Symantec dema)

g =erm You can manage all sites and servers from thiz tab, Below are terme ueed in managing sites and servers.
5 sEPM
Monitors E@ L&M_Enforcers Site
L & Lan_Enforcer A site conzists of one or more tanagement servers, one database (Wicrosoft 301 Server or the embedded database)

i

Policies

. I;:ﬂ.

ﬁ a E
‘ =
i

=
)
5

and, optionally, one or moare enforcers typically located together at the same business location. The site to which you
log on is the Local Site, and you can modify it directly. Any site other than the Local Site is referred to as a Femnote Site.

Management Server

The computer on which the Syrmanter Endpoint Protection Manager software is installed. From the managerment
zerver, policies can be created and assigned to different organizational groups. Also, monitoring, reporting, logging,
alerting, and other management tasks can be perfonmed. Whiltiple management servers at a single site provide faflover
and load balancing capabilities.

Database Server
The databaze used by Symantec Endpoint Protection Manager. There is one database per site. The databaze can be on
the same compter as the managerment server or, if you are using Microsoft S0L Server, ona different commputer.

Enforcer
An Enforcer is used by Symantec Metwork Access Control to allow or deny access to the enterprize networks There
are four types of Enforcers: Gateway Enforcer, LAN Enforcer, DHCP Enforcer, and Integrated Fnforcer.

Replication Partner
A relationship created between two sites to enable data replication between them.

Administrators

Wil 4, 2009 10:36:11 PM MSD: LiveUpdste failed. [Site: Symantec.demao] [Server: SEPM]
Donmains Whpril 4, 2009 10:36:11 P MSD: LUALL EXE finizhed running. [Site: Symantec dema] [Server: SEPM]

Woril 4, 2009 10:36:11 PM MSD: Livelpdate encourtered one or more errors. Return code = 4. [Site: Symantec demao] [Server: SEPM]

S \oril 4, 2009 10:35:11 Phi MSD: LiveUpcste will start next on Sunday, April 5, 2009 2:36:11 AM MSD on SEPM. [Site: Symantec demo] [Server

Install Packages

| | L]

OTkpbIBaeM CBOWCTBA JaHHOH rpynmbl. B cBoiicTBaX Mbl MOXKEM HACTPOUTH CIIEIYIOIIUE TapaMeTphl:

Bxnanka General: 31ech MBI MOJKEM U3MEHUTH UMl TPYIIIBL, OPT, 10 KOTOPOMY KOMMYTaTOPbI
MOTYT 0OMeHMBaThCs JaHHBIMU ¢ Enforcer-yctpoiicTBaMu, BXOISIIMMHU B TPYIILY, MOXKEM
N00aBUThH ONKCAHHUE TPYIIIHL.

Bxmagka RADUIS Server Group: Ha JaHHOH BKJIaJKe HE00X0quMO 100aBUTh KaK MUHUMYM
onny 3anuck. Ecnu Bei pabotaete B Full mode, To Heobxoaumo yka3zaTh X0Tsi ObI OIHH
BHemHUH RADIUS Server, koTopblit OyeT oTBe4aTh 3a ayTeHTH()UKAITUIO
MoJib30BaTeNei(HanpuMep, Mbl UCIIONB30BAIH CTAaHAAPTHYIO cIyKO0y [AS, BXoasiyto B cocTaB
Windows Server).Ecnu Ber pabotaere B Transparent mode, To xots 661 omay RADIUS Server
Group co3nats npunércs, a BoT RADIUS-cepBepbl MOXKHO WJIM HE yKa3bIBaTh, WK yKa3aTh
HECYIIECTBYIOIINE, Tak Kak B Transparent mode He mpexycMoTpeHa ayTeHTH()HUKAIUS
MOJIb30BaTeNel, U K KaKuM JINOO BHEUTHUM cepBepaM oOpallleHHii He OyeT.

Bxmanka Switch: 31ech co3naroTcst HOJUTHKY 711 KOMMYTaTopoB B ceT. Co3aaHue HOBOM
MOJIUTUKU MBI PACCMOTPHM IOJIPpOOHEE HIKE.

Bxnaaka Advanced: Ha maHHOU BKJIaJKe MBI MOXKEM yKa3arh JiBa mapamerpa, Allow Legacy
Clients — pa3zpemaem ayTeHTH(UKAIIHIO «CTaphIX» KIMEHTOB, TO €CTh KIIMEHTOB Sygate
Enterprise Protection, u Enable Local Authentication — pa3pemiaemM JoKaIbHYIO
ayrenTudukanuio Ha Enforcer.

Bxnaaka Log Settings: kak Bbl gorajganuce, Ha JaHHON BKJIaJIKE MPOU3BOAATCS HACTPOUKU
KypHajla OTYETHOCTH.

OcTaHoBuMCs 1TOIpOOHEE HA CO3AAHUU MTOUTUKHU JJI1 KOMMyTaTropa Ha Bkjiaake Switch. J{s
CO3JJaHMs HOBOH 3amucu, Ha)kuMaeM KHONKy Add, mociie 4ero 3amyCcTUThCsl MacTep HaCTPOUKH MOJTUTUKU
komMyTaTopoB. Eciin Ber He coznanu vu ogHnoit RADIUS Server Group, To BMecTO 3amycka Mactepa, Bel



MOJTYYHTE COOOIICHUE 00 OIMOKE, TI0 ATOMY Tepe]] CO3aHUEM HOBOW MOJIMTUKHU, CO3AWTEe XOTS OBl OJHY
RADIUS Server Group.

Wrak, 3amycTuicst MacTep HACTPOIMKHU MOJIUTHKU KoMMyTaTopoB. B okHe Basic Information
HE0OXOIMMO yKa3aTh MUMsI IIOJIUTUKH, MOJIEIIH KOMMYTAaTOPOB, K KOTOPBIM JJaHHAS TIOJIMTHKA OyJIeT

MpUMEHSThCA, KiTtod mudposanus ans goctyna no RADIUS (RADIUS shared key), Tak ke yka3aTb
RADIUS Server Group u nepuoa peayTeHTH()HUKAIUN CETEBBIX YCTPOMICTB.
Pucynoxk 36.

®5witch Policy Configuration Wizard x|

Basic Information ) i
Enter basic infarmation about the policy.

Swvitch palicy name: Swvitch model:

|Cisu:-:| Catalyst Policy | |Cisu:u:- Catalyst Series E“
Shared secret:

EET T4 |

Confirm shared secret:

E+ 14 |

RADIUS server group; Re-authentication period in seconds:

|Dem|:| IE“ | 3IZI|

¥ Forward protocols besides EAP

| = Back “| Mext = " | Cancel

B okne Switch List HeoOxoaumo ykaszath [P anpeca ceTeBbIX yCTpONCTB, KOTOPBIC OYIyT YIPaBIsATHCS

nanHou monuTtukou. [lo ananoruu ¢ Microsoft IAS — mHam Heo6xoqumo ykazats [P-angpeca RADIUS
KJIMCHTOB.
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®5witch Policy Configuration Wizard il
5wﬂch List . . . . . , .
Associate this policy with the following switches.

Name | __IP AddressiP Address Range/Subnet
Cizco Catalyst 2950 192168 20010
| .
| Edita. |
| = Back “ Mext = ] | Cancel ‘

B oxne Switch VLAN Configuration, yka3siBatorcsi VLAN KOTOpBIN IPUCYTCTBYIOT Ha CETEBBIX
yCTpOIiCTBaX, YKa3aHHBIX Ha MPEIBLIYIIEM I1are, 1 KOTOpble OyIyT HCIOIB30BATHCS B CO3AaBAEMbIX
nonutukax. Hanpumep, y Hac ectb 3 VLAN:

Default ID 1 Bce noptsl o yMonmuaHuto HaxoaaTcs B 3ToM VLAN, noctym k
KakuM u6o cepucam B B 3ToM VLAN orcyTcTBYyeT.

Production ID2 510 VLAN, B KOTOPOM HaXOAATCS BCE CEPBUCHI, HEOOXOAUMBIE ISt
paboTHI - TO €CTh, MOXKHO CKa3arb, 4To 3TO padounii VLAN.

Quarantine ID3 5310 VLAN, B KOTOPOM €CTh JOCTYII TOJIBKO K CEpBEpam
OOHOBJICHHUH.

CrnenoBarenbHO, HAM HEOOXOAMMO CO3/1aTh 3 3alTUCH, KOTOpbIe OynyT comepkats umMsi VLAN u ero ID.
Nmena n Homepa coznaBaemMbix VLAN, TOJKHBI MOJTHOCTBEO COBMAAATh C HACTPOMKAMH CETEBOTO
00opynOBaHUSI.
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®5witch Policy Configuration Wizard

Switch YLAN Configuration .
" smantec,
specify switch WLAM information. >

Mote: For Enterazys, YLAN name should be rale name; far most switches, VYLAN name is
case sensitive.

VLAN ID VLAN Hame
1

Detault
Production
Guarantine

| add..

| Edt. |

| Femove |

= Back “ Mext = ] | Cancel ‘

B oxne Switch Action Configuration yka3bIBaroTcs AeiCTBUS, KOTOPbIE HEOOXOIUMO BBITIOIHSATH
CETEeBBIM YCTPOMCTBAM B 3aBUCHMOCTH OT PE3YyJIbTaTOB MPOBEPKU HA COOTBETCTBHE KOPIIOPATHBHBIM
noiutukaMm. Hanpumep, eciin KoMIbloTep ayTeHTU(UIIMPOBAH U MPOLIET IPOBEPKY COOTBETCTBUS
KOPIOPATUBHBIM ITOJUTUKAM, TO HEOOXOAUMO MEPEMECTHTh MOPT, K KOTOPOMY MOAKIIOYEH KOMITBIOTED, B

Production VLAN. AHanoruyHo co3Jar0Tcs Jpyrue IeHCTBUS sl OCTaIbHBIX BAPUAHTOB COOBITHIA.
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®5witch Policy Configuration Wizard x|
SWIch ﬂct.mn Configuration . ) .
specify actions the Enforcer should tell the switch to take.

0...Host Authen...User Authen... Policy Check | Action

1 Paszsed Ignore Result  Passed Swvitch to V-LAN Praduction

2 Failed Ignore Result  lgnore Result Swvitch to V-LAN Default

3 Paszsed Ignore Result  Failed Switch to V-LAN Quarantine

| mdd.
| = Back || Mext = ‘ | Cancel |

Teneps Bce HEOOXOIMMBIC HACTPOUKH BBITIONHEHBI. OOpaliar BHUMAaHUE, YTO BbIIIEe MBI
paccMOTpeIr TOIBLKO HACTPOWKH Jj1s Transparent mode, Tak Kak HE YYUTBHIBAIA ayTCHTU(PDUKAIIHIO
0JIb30BaTeJICH.

Hacmpoiika kommymamopa Cisco Catalyst.

Belimie MbI paccMOTpenu HaCTPOHKY KOMIIOHEHTOB pPEIIeHHUs, 32 KOTOphle 0TBeyaeT Symantec. OnHako,
KaK yXe YIOMHHAIOCh, 1 peanmn3anuu LAN-Enforcement Ham He0OX0IMMO MTPOU3BECTH HEKOTOPHIE
HACTPOMKHU Ha ceTeBOM oOopynoBaHuu. Mtak, mpu cOopke cTeHaa Mbl HCTIONb30Baiu kommyTtarop Cisco
Catalyst 2950, xoTopsIii moAepkuBacT nmpotokol ayreHTudukanuu 802.1x. Ha nanHOM KOMMYyTaTope
HE00XOIMMO MPOU3BECTH HEKOTOPHIE HACTPOUKH.

[epeiinéM B aAIMUHUCTPATUBHBINA PEXUM PabOTHI C KOMMYTaTOPOM:

Switch2950> enable

[epeiiném B KOHTEKCT KOH(PUTYPUPOBAHHSI KOMMYTATOPA:

Switch2950# configure terminal

VkaxkeM, uto g ayreHTH(uKanuu o 802.1x Mer Oyaem ncrnonb3oBath RADIUS cetep:

Switch2950(config)# aaa new-model

Switch2950(config)# aaa authentication dotlx default group radius

Switch2950(config)# aaa authorization network default group radius

Switch2950(config)# dot1x system-auth-control

VYkaxem HacTpoiiku s cBsizu ¢ RADUIS cepsepoM, B ponu kotoporo BoicTynaeT LAN-Enforcer. 13
cxembl (Pucynok 1.) BugHo, uto IP-agpec LAN-Enforcer 192.168.200.3 :

Switch2950(config)# radius-server host 192.168.200.3 auth-port 1812 acct-port 1813

Switch2950(config)# radius-server retransmit 10

Switch2950v# radius-server key 12345

Teneps HEOOXOIMMO HACTPOUTH MOPTHI KOMMYTATOpA!



Switch2950(config)# interface FastEthernet 0/1

Switch2950(config-if)# switchport mode access

Switch2950(config-if)# dot1x port-control auto

Switch2950(config-if)# dot1x timeout reauth-period 10

Switch2950(config-if)# dot1x reauthentication

Switch2950(config-if)# spanning-tree portfast

OTH HACTPOMKH HEOOXOAMMO MPOIEIATh JIJIsl KAXKIOTO MOpPTa, K KOTOPOMY MOTYT TIOAKITIOYaThCS
M0JIH30BATEIILCKUE KOMITBIOTEPHI.

Ha sToM HacTpoiika KOMMyTaropa 3aKOHYEHA.

Hacmpoiuiku knuenma.

OcHoBHbIE HACTPOUKH 11 cepBepHOit yacTu SNAC BBITIOIIHEHBI, U TENEPh HEOOXOUMO YKa3aTh
KJIMEHTY, To ecTb areHTy SNAC, yTo eMy He0OXOAUMO MPOXOAUTH ayTEHTU(PHUKALIMIO IO MTPOTOKOILY
802.1x. Jlmst aToro mepeiiném B pasnen Clients, manee nepekitouaeMcs Ha Bkiaaky Policies. Ha Bkimaake
B pazaene Settings HaxxuMaeM Ha ccblIKy General Settings, oTkpoercst okHO «General Settings for ...». B
OTKPBIBIIEMCsI OKHE MIEPEXOJMM Ha BKIAIKy Security Settings. CtaBum ranouky «Enable 802.1x
authentication», nanee craBuM ranodky «Use the client as an 802.1x supplicant», Beioupaem nyHKT «Use
Symantec Transparent Mode». (B cirydae, €CJIM MbI XOIUM TIPOBOJIUTH ayTCHTH(DHUKAIIMIO ITOJIH30BATEIICH,
TO HaM HeoOxoanMo BbIOpaTh MyHKT «Allow the user to select the authentication protocol», mocie yero
HaM HEO0OXOAMMO OyIeT CAeTaTh JOTOIHUTEIbHBIE HACTPONKH).
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@Eeneral Settings for My Company ﬂ

| General Settings | Security Settings | Tamper Protection |

Enforce Client

r Dizplay a message when a client iz blocked by a Symantec Enforcer

If zelected, blocked clients receive a message.

¥ Enable 802 13 authentication
¥ Uze the cliert as an 802.1x supplicant

& Usze Symantec Transparent Mode

£ Allowy the uzer to select the authenticstion protocal

[ Maximum time to hold the Windows logon before 802 1% authertication completes: seconds

|- Enable MAP Enforcement

Client Password Protection
r Require a passvword to open the client user interface
r Require a passyword to stop the client service
r Require a pazsvord to import or export a policy

r Require a passyword to uninstall the client

Security Settings
[T EBlock all trafiic until the firewall starts and atter the firswal stops
[¥ allow initial DHCP and NetBIOS traffic

¥ Enable secure communications between the management zerver and clients by using digital ceificates for
authentication

Ok H Cancel || Help

Tenepp ocTanock caMoe MpoCcToe — yCTaHOBUTHh SEP Ha KIIMEHTCKHE KOMITBIOTEPBI. DTO MOXKHO
ClIeNaTh HECKOJIBLKUMH CIIOCOOaMHU:

* [Tlowuck B ceTn koMIbI0TepoB 10 [P-anpecam nnn umeHu. YcTaHOBKa IPOU3BOAUTCS U3
KoHcomM ynpasinenus Symantec Endpoint Protection Manager. Ilepeiiném B paznen Clients, B
pazznene Tasks BeiOepem nyHKT Find Unmanaged Computers. B oTkpeiBiIeMcs: OkHe
yKa3blBaeM Juana3oH [P-aspecoB 11 ckaHUPOBAaHUS UM UM KOMIIBIOTEPA U YUETHBIE
JaHHBIE TTOJIH30BATENIS, KOTOPBINA 00JIaaeT paBaMH YCTAHOBKHU MPOTPAMMHOTO 00€CTICUeHUS
Ha KJIMEHTCKUX KommbioTepax. [locne Toro, kak OyayT HailZieHbl KOMITBIOTEPBI B YKa3aHHOM
nMana3oHe, BEIOMpaeM Te U3 HUX Ha KOTOpble X0auM yctaHoBuTh SEP, u Haxxumaem Start
Installation.

e Mmnopt kommbrotepoB u3 Active Directory. YcTaHOBKa MPOU3BOAUTCS U3 KOHCOIH
ympasineHus Symantec Endpoint Protection Manager. JIjis uMmopTa KOMIIBIOTEpOB U3 Active
Directory nHeobxoaumo cHadana Hactpouts LDAP Server — st aToro B paznene Clients, B
pasnene Tasks Beioupaem cepliky Import Active Directory or LDAP Users u nmpousBoaum
HeoOxonumble HacTpoiiku. [locne nactpoiiku LDAP, B paznene Tasks Haxknumaem Ha CCBUIKY
Import Organizational Unit or Container ¥ Ipou3BOAUM UMIIOPT HEOOXOIUMBIX KOMIILIOTEPOB.



* PyyHas ycTaHOBKa. YCTaHOBKA MPOU3BOIUTLCS JIOKATHHO HA KIHMEHTCKOM KoMiibioTepe. [lepen
PY4YHOIi YCTaHOBKH HEOOXOIMMO BBITPY3UTh YCTAHOBOYHBIN MaKeT Ha AUCK. [[i1s1 aToro
nepeiaem B pasaen Admin, nanee Beioepem myHKT Install Packages. 13 crimcka moctymHbIX
MAKEeTOB BHIOMPAEM TOT, KOTOPBIH XOJIUM BBITPY3UTh, HAKUMAEM MPaBYIO KHOMKY MBIIIN U U3
KOHTEKCTHOTO MEHIO BBIOMpaeM MyHKT Export. B mosiBuBIIEMCst OKHE yKa3bIBaeM
HeoOxoauMble HAacTpoiiku U HaxkuMaeM Ok. [Tocne 3Toro BeIrpy:KEeHHBIH MAaKeT MOKHO
pacrpocTpaHaTh Ha KIIMEHTOB.

[Tocne ycranoBku SEP kiMeHTa Ha KOMIBIOTED, KeTIaTeIbHO €ro mepe3arpy3uThb. B ciydae ycnemnHoit
YCTaHOBKH TOJTHOPYHKIIHOHAIEHOTO KireHTa SEP ero okHO MOKHO BEIMISACTH CIIEAYIOIIAM 00pa3oM:

Pucynok 41. .
e e [=]E &=

Scan for threats
Change settings
View quarantine

View IDQS The following Symantec protection technologies are installed on your computer:

? @ Antivirus and Antispyware Protection On

Protects against viruses, trojan horses, and spyware

Definitions: 11 anpena 2009 r. r18

V@ {4 Proactive Threat Protection On

Pravides zero-day protection against unknown threats

Definitions: 10 anpena 2009 r. r17

@ @ Network Threat Protection On

Protects against network threats

Definitions: 13 mapta 2009 r. r1

gj @ Network Access Control Allowed

T'ocmesoit 0ocmyn.

[Tox rocTeBBIM JOCTYIIOM MBI [TOJIpa3yMeBaeM MPEAOCTABIECHUE I0CTYIA K CETH KOMIIBIOTEPaM,
KOTOpbIE He ynpasisitoTcs HamuM Symantec Endpoint Protection Manager. CinenoBarenbHO MbI HE
MO’KEM MPOBEPUTH COCTOSTHUE 3TUX KOMIIbIOTEPOB, YCTAHOBJIEHHOE U 3aIyILIEHHOE MPOTrpaMMHOE
obecrieyeHue u T.1. - TO €CTh, HE MOXKEM ITPOBEPUTH 3T KOMIBIOTEPHI HA COOTBETCTBHUE CETEBBIM
MOJIUTHKAM, KOTOPbIE IPUMEHSIOTCS B HaIllel OpraHu3aluu.

Kommanus Symantec npeanoxkuna Jjisi IPOBEPKH FOCTEBBIX KOMITBIOTEPOB HCIIONIb30BaTh
3arpykaeMblit Java mim ActiveX KOMIIOHEHT, KOTOPBIN MTOCIIE 3arpy3KH Ha KOMITBIOTEP MOXKET
MIPOM3BECTH €T0 MPOBEPKY U mpeaocTaBuTh Symantec Endpoint Protection Manager TpeOGyemble 1aHHBIE
JUTS IPUHSTHS PEIISHHsI O TOCTYyIIE B ceTh. K coxkaneHuro, JaHHbI ()YHKIIMOHAT pean30BaH TOJIBKO Ha
Gateway Enforcer - mosTomy 11 peanu3aiiii roCTeBOro A0CTYIa KIUEHT JOKEeH MOIKII0YAThCS K CETH
yepe3 Gateway Enforcer. B Hamewm cteH/ie 1anubii pyHKImoHan peanusosan st WiFi cetu, u eciu
MOJIb30BaTeNb, y KoToporo areHT SNAC He yCTaHOBJICH, MOMBITAETCS TOTYYUTh TOCTYI K BHYTPEHHUM
pecypcam ceTH, To emy OyneTt npemiokeHo ckadatb SNAC-areHTa, mociie 4ero OyaeT mpou3BeIeHa
MPOBEpKa KOMIBIOTEPA U OYAET MPHUHSITO PeUIeHHE O MPEA0CTaBICHINH KOMIIBIOTEPY JOCTyNa B ceTh. s
HACTPONKH TOCTEBOTO JOCTyIIa HEOOXOIMMO 3aiiTH B KoHCOIL Gateway Enforcer, s mepexona B
KOHTEKCTHOE MEHIO HACTPOUKH FOCTEBOT0 JIOCTYIa B KOMAaHAHON CTPOKE BBOJIUM:

Enforcer# on-demand



3areM yka3bIBaeM JIOMEH, C KOTopbIM paboTtaeT Symantec Endpoint Protection. Jlomen MoxkHO
nocMoTpeTh B koHconu Symantec Endpoint Protection, B pa3nene Admin, BBIOpaTh MyHKT MEHIO
Domains. Bl yBuauTe nepeueHs BceX JOMEHOB, (II0 YMOJTYAaHUIO B CIIUCKE COJEPIKUTCS OUH IOMEH C
umeHeM Default). Ilpu ykazanuu qomeHa B konconu Gateway Enforcer coOmromaiite Hanmcanue
OONBIINX U MAJIEHbKUX OYKB B UIMEHHU JOMEHA.

Enforcer(on-demand)# spm-domain name Default

Tenepsr HEOOXOIMMO yKa3aTh B KaKylo Ipymily OynyT MonagaTh TOCTEBBIE MOJI30BATENH - JIJIsl 3TOTO
HE0OXOJMMO BBECTH KOMaH/Ty:

Enforcer(on-demand)# client-group “My Company/Guests”

Teneps MOXXHO BKJIFOYHTH TOCTEBOM JTOCTYII, JJISl 3TOTO BBOJHM:

Enforcer(on-demand)# enable

T'ocTeBoii 1oCTyIT HACTPOEH.

Heobonvuion umoe.

B nanHHOI1 cTaThe MBI IOCTApAIMCh paccKas3aTh PO MOAXOA KOMIAHUU Symantec K peanu3alnuu
texHonoruu NAC, a TakKe MOCTapaliCh OMUCATh HEKOTOPhIE HACTPOWKH M TEXHUYECKHUE MTOIPOOHOCTH,
KoTopble npurozsTcs Bam npu tectupoBanun/Baeapenun SNAC.

Ji1g Toro, 4ToObI MOHATH, Kak padotaeTr SNAC u kak Bl MokeTe mpuMeHUTH €ro 'y ce0sl B
opranuszaiuy, nompooyire pazsepHyTb SNAC Self-Enforcement — 310 He noTpebyeT HUKaKHX
n3MeHeHni B Bameit mHdpacTpykType, O0IbIIX (UHAHCOBBIX U TPYIOBBIX 3aTpPAT.



